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> Bv the authonity vested in me as President by the Constitution and laws of
: "+ the Unned Siates of Arnerica, in order-to balance the public’s interest,in

"access to Government Information with the need to protect certain national
security information from disclosure, 1t 1s hereby ordered as follows
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SECTION I.. ORIGINAL CLASSIFICATIOV s g &?\_;%

i »
Y A ey

1-1. Classy jz'calwn Designation 2 - .o

1-101 -'Except as provided mn the Atomic Energy Act of 1954, as amend-
ed, this Order provides the only basis for classifying information Informauon
may be classified 1 one of the three desxg-nanons Iisted below If there 1s
reasonable doubt which des:g'natlorr is appropriate, or whether the information
should bga.classxﬁed at all, the less restnctive desxgnauon should be used, or
the information Should not be classified e -

- 1-102.“Top Secret™ shall be applied only to mnformation, the unauthor-
ized disclosure of which reasonably could be expected to cause exceptionally
grave damage to the national security ~

1-103. ‘Secret” shall be apphed only to mformation, the unauthonzed
dxscloeure@ﬁwhxch reasonabl;( could be expected to cause serous damage to.
[.he‘,nanonalsccunty. T S o e T ;\,__,5‘-‘. . Y -

cainy 1-10% “Conﬁdennal" shaxl ‘be applied to mformatto'x the “unauthornzed
dlsdosure of whlch reasonably could be expecge_d to cause, adennﬁable damaoe \i
% to the rauonal security: : ":: T A ;
—2. Cla.siy'ieatzm Authanlj;,”i_-}__‘.,? < ;_ <

“f.:;; S I Rl YR e ko 2
21~ 901—‘ Top Secrets Authomy fo uon as
:"'“:f -'.I'op Secret tha; be- exerc:sed- only by the President, by such officrals-as the,
;_..,;&;_‘, 'Presxden%‘x_nay-'desxgnataép_y pubhcation in_the I‘EDERAL REQISTER, by lhc --_
ragency heads-hsted below, and by officials to “whom such authong 15 delega:— -1
- "ed xn accordance with Secnon 1-204. ~— . s ISRRRNSLY 57 FTE L)
e 1t ,,' L ,"«-i.-t.‘?‘ p e ) vt s-e/it T

-

- T rots
="I'ht: Secretary of State” PRI ot ,.,‘_,,,f.— Freg e f

F

- ":b"‘ *“*II'heSecretary of the, Treasury - .. -
.. The Secretary of Defense ),_*r I
«p[l’he Secretary of the Army e
i The Secretary of the Navy-

B

.,,:w_The Secretary of the'Awr Force:
£ The Attorney General - ,,._,,;f“;._* B ek
rﬁﬁleﬂSecretary of Energy-"is-_ o =
“The Chairman, Nuclear Regulatory Commission

i; ’”The D!rector, Arms Control and Disarmament Agency
7. :zThe Director of Central Inteligence _ -

" ¢ The Admunstrator, National Aeronauncs and $ opace " Admimstration -
‘wr “The Admumstrator of General Services (delegable only to the Director, i
..Federal Preparedness Agency ard to the Directar, Tnformation Sequ zty Over-__

‘s{;g_&t. Ofﬁce),,,,.:';‘- "‘f:“‘;«""‘fg%‘?"‘:\ 'f—:’;*" :’".,_,_ ol .,.;n-s_:n. tﬁﬂ,\,f ot :;i,: %,::; 2
"" .iy I-202. Secrel. Authomy for original dassification of mf'ormauon as Secret T .
- may be exerased only “by such officials as the” Pre51dent may demgnate by i
" publication in the FEDERAL REGISTER, by the agency heads histed below, by“
officials who have Top Secrét classification ,authority,’and by officials to whon -

such authonty is delegated mn accordance with Section 1—204 wr -

A
el
i f‘fm‘r iR
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'l”

+

-
-
-

o
- v

» “The Sccretary ofCommerce. S R SIS £
_ The Secretary of Tra-ﬂportz\uon = eI R

The Admnmistrator, Agency for International Development

The Drrector, Intemauon11 Communication Agency -

.

=

1-203 Confidental. Authonty for ongmnal classification of information as
Confidennial may be exercised only by such officials as the President may
designate by publication in the FEDERAL REGISTFR, by the agency heads hsted
below, by officals who have Top Secret or Secret classification authonty, and
by officials to whom such authonty 1s delegated . accordance with Secuon 1-
204
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THE PRESIDENT

The President and Chairman, Export-Import Bank of the United States
" The President' and Chief Executive Officer, Overseas Private Investment
Corporatxon -

~ " 1-204 Limilations on Delegation of Classification Authonty
(2) Authonty for original classification of mformation as Top Secret may
be delegated only to principal subordinate officials who have a frequent need
to exercise such authonty as determmed by the President or by agency heads
listed 1n Secuon 1-201 .
- (b) Authonty for ongmnal cassifi cation of information-as Secret may be

. delegated only to subordinate officials who have a frequent need to exercise

¥
-

-

-

.
-
-
e~
--‘—
-

-
e

-

- pars

Y
P

suckr authority as determined by the President, by agency heads listed inm
Sections- 1-201 and 1-202, and by ofﬁaals vith Top Secret dlassifi canon
authority ~ ~ ~
- () Authonty fox: ongnal class:ﬁcat'on of mformation as Confidential may .
be delégated only to subordmate officials who have a frequent nced to exer-
ase—s.xch— authority-as determined by the Piesident, b, agency heads listed n
Sections’ 1=201; 1-202, and } 903 -and by oﬂicxa!s with Top Secret cL.ss:f‘ ica-
ticnauthonty ~F 7 I TR T T -~ -
(d), Delegated ongmal classification. aut}vonty #nay not be redelegaled.
- /(e) Each delegation of ongmal classification authonty shall be »n wnung

s !5 name- or title of position held .. _

~ -{f) ~Delegations~of-"ongnal.class ficat on authonty shall be held to an
“Zabsolute mmmum Peniodic reviews of. such delegations shall be made to '--

- “%“ ~ . ensure_that the officials so designated bave demonstrated a continuing need to

exercise such authority. - - SET e e e . Y T =
. 1-205 E-ccepl:oml Cases. When an.em,:loyce or contractor of an 2gency -
that does not h’ave ougmal.classification authonty ongmates informauon be-
heved to req.nre_ " classification, the mnforwaton shall be piotected mn the
manner prescribed by this Order and urplementing direcuves The 13forma-

vorshall be r.ransmxtted promptly under appropnate safeguards to the agency

i agency shall deade mthm 30 days uhethento classify that mformation Ifit s

-z =~ Imsymot dear wl'uch. a«rencyn— should get “the nformation, it shall be sent to the

Du:ector of the Informatxon Secunty OversthOiHce esr.abhshcd o Sectxon 5~

whxchhas appropnate sub_;ect. matter interest and classification authonty That

Py 2fora determmanon A '_,—-__‘- S e :‘:"_
-t ‘J b - -~ -
- —3.. Class:ﬁcatmn Requzremenl‘s > - B I T PR - X el
- . o ~
- 1—301 Informauon may not be con51dered for c!asnﬁcatxon unless n
- - 3 bt
concems.,., * - . - 5 e e
- . Ny - ~ - I - — ot e X VR,
AN (2)_mil tary pIans, weapons, OF operauo ss, ; o - e 3~ vaw - T
- R 4 _(b) foreign govemment mform'mon, T - S -
jod - - - T
. T © mtelhgence activities, Sources or me-.hods, . _ .
e (d) foreign relations or fore:gn activities of the United States, . .
. (e} saentfic, techno'ogzcaf‘ or eco'xormc matters relating to the national
se Ey— o ,a ""“l_, . c---snf-o~ -

v

=

(£} United States Goxemment programs Tor safeguardmg nuclear matenals
or faghkues, or ¥

g) other categones of information which ae related to national securty

which require protection against unautnorized disclosure as detennined
by the President, by a person designated by the President pursuant to S=ction
1-201, or by an agency head

1-302 Even though mformation 1s determred to concern one or moic of
the cntena m Section 1-301, it may not be clessified unless an ongmal
classification authonity also determines that 1.5 unauthonzed disclosure rcnson-
ably could be expected to cause at least 1d ntfiable d:image to the national
secunty

-
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3984041 THE PRESIDENT

1-303 Unauthorwved. disclosure of foreign government mformauon or the
identity of a confidenual foreign source 1s presumed to cause at least idenufi-
able damage to the national security

1-304 Each determunation under the criterion of Section 1-301(g) shall
be repoited promptly to the Director of the Information Secunitv Oversight
Office -

1-4 Duration of Classification -

1-401 Except as permutted 1n Section 1102, at the ume of the ongnal
classification each onginal classification authonity shall set a date or event for
automatic declassificauon no more than six years later )

1-402. Only officials with Top Secret classificanon authornty and agency -
heads histed m Secuon 1-2 may classify mformanon for more than s years
from the d.te of the ongnal classificahon This aathonity shall be used spat>
ingly In such cases, a declassification date or event, or a date for review, shall
be set This date or event shall be as early as national secunty pernuts and
shall be no more than twenty years after ongmnal classification, except that for
foreign government mformation the date or event may be up to thirtv years
after ongmal classification

1-5 Idenl_zﬁcatw; and?&farkmgs -

—~ b
~

- -~

" & 1-501 At the ume of onginal classificanon the following shall be shown
"< on the face of paper copres of all classified documents - -

{a) the idenuty of the onginal classificauon authonty, ~- -

(b) the office of ongm, )

(c) the date or event for declassification or review, and -

- (d) one of the three classification designations defined mn Secuon 1-1 _

1-502 Documents classified for more rhan six years shall also be maried
_ with the 1dentity of the official v ho authonized the prolonged classification
,' Such documents shall be annotated with the reason the classification 15 expect-
ed to rema.n necessary under the requrements of Section 1-3, despite the
passage of time” The reason for the prolonged classificanon may be stated bv
reference to cntena set forth m agency implementng regulations *These
crtena shall explain 1 narrauive Torm the reason the mformation needs to be
protected beyond six years If the individual who signs or ctherwise authenti-
cates a document also 1s authonzed to dassify 1, no further annotation of
1dentity 1s requared

1-503 Only the designations prescribed by this Order may be used to

~1denufy classified mformanon Markings such as For Official Use Only and
_‘Limited Official Use” may not be used for that purpose Terms such as

= “Conference” or “Agency ’ may not be used 1n conjunction with the classifica-
_ tion des'gnations prescnbed by this Order, eg, ‘Agency Confidential or
¢ Conference Confidential ’ -

1-504. In order to facilitate excerpting and other uses, each clssified
document shall, by marking or other means wmdicate clearly which poruons
are classif ed, with the apphcable classification designation and which poruons

< ae nof cdassified The Director‘f the Informauon Secunty Oversight Office
may, for good cause, grant and revohe waivers of this requirement for spec-
fied classes of documents or information -

1-505 Foreign government information shail either retain s ongmal
classification designaunion or be assigned a United States classification designa-
uon that shall ensure a degree of protection equinalent to that 1equured by the
enuty that furnished the mformauon

1-506 Classified documents that contain or ieveal informauon that 1
subject to special dissemination and reproducuon limitations authoized by
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this Order shall be marled clearly so as to place the user on notice of the
restrictions

-—

- 1-6 Prohibitions

1-601 Classificatton may not be used to conceal violations of law, meffi-
aency, or administrative error, to prevent embarrassment to a person, organi-
zabion or agency, or to restrain compeution

~ 1-602 Basic saenufic research mformauon not dearly related to the
natxonal security may not be classified <7

. 1-603 A product of non-government research and development that does :
not- incorporate or reveal class'fied nformation to which the producer or =
- developer was given prior access may not be classified under this Order unul -

and unless the government acqures a propnetary interest in the product This

-~ Order. does not affect the provisions of the Patent Secrecy Act of 1952 (35 -

"7 USC.181-188) - . I T . T T

- ~1-604. References to class.fied documents that do not disclose classified -

> nformation may not be classified or used as a basis for classification AT -

- ——a 1-605 Classification oy not be used to hmit dissermnation of mforma- . -

L - tion that 1s not classifiable under the provisions of this Order or to prevent or e

= -,’:‘- delay thepubhc release of such information  +- _ - e & T2 TS 50 -

3 'I-605 No document ongmated on or after the effecive date of this -

- mmz. #® Order inay be dassified after an agency bas recewved a request for the docu- s

¢~ "% ment under the Freedom of Informaton Act or the Mandatory Review provi- - -
sions of this Order (Section 3-5), unless such cdlassification 15 corsistent with

- 1 this Order and 1s authorized by the agency head or deputy agency hcad ~ .-
~  Documents oniginitea before the effectrve date of thus Order znd sabject to
-such a request may not be classified unless such classification 1s consistent

> . with this Order and 1s authonized by the seaior official designated to oversee -

- *_ _":- the agency mformation secunty program or-by an offical with Top Secret~

« 7 ~.dassification authonty Classification authority_under this provision shall be - . ’

<7 -~ exerased personally, on a document-by-document basis. fLR I o s e e -

T ©  1-607 Classification may not be restored to documents already declassi- .. ~-
~~_ fied and released to the pubhc under this Order or prior Orders  “—=_ - .

T e ]
-SEC‘TIO’\I? Dx-:mva‘nve Cmssu—-xcanov = 4 Y e s Gl - L ewt
’2—1 U.’se qf D.mvatme Cla.ssg/' tcation .- A S

4 ~

& -— ER LN

IR
*
)

N ll,y;

-
-

1]
H

@$ow

Ve 2—101 Ongmal class:f cation _authonty shah not be delegated to- persons w
-=> 7 who on]y reproduce, extract, or summanze classified information, or who only S
+ ~ apply classification m‘lrkmgs denved from source maternal or as directed by a
_ = classification gude_; - - e, e a0 o~ D L - -
* .. 2-102 Persons who apply stch denvanve classifi cation marlmgs shall
~(d} respect or:gmal classsficatron decxsxon.s, -~ -
(b) venfy the mformaton’s current level of clessification so far as practica-
ble before applying the markmvs and -
. : (c) carry forward td any newly created documents the assigned dates or
events for declassification or review and any additional authonzed markiags,
in accordance with Sections 2-2 and 2-301 below A single marhing may be
used for documents based on multiple sources -

2-2 Classyica;zon Gindes -~

G-

£

2-201 Class.fication guides used to direct demvauve classification shall
specifically idenufy the 1:formaticn to be classified Each classification gude
shall specifically indicate how the designations, nme himits, maihings, and
other requirements of this Order are to be apphed to the mformauon
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2-202 Each such guide shall be approveda personally and in w rmnf;r by an
agency head hsted 1n Scection 1-2 or by an off:cial with Top Secrct dassifica-
uon authority Such approval constitutes an oniginal classification decision

2-3 New \latenal

2-301 New matenal that dernves its classification from informauon clissi-
fied on or after the effecuve date of this Order shall be marked with the
declassification date or event, or the date for review, asswned 7o the source
mformauon

2-302. New matenal that denves 1its classificauon from mformation classi-
fied under prior Orders shall be treated as follows

(a) If the source matenal bears a declassificaton date or event © entv
years or less from the date of ongin, that date or event shall be carned
forward on the new matenal

(b) If the source materal bears no declassification date or event or 1s
marked for declassification beyond twenty vears the new matenal shall be
marked w th a date for review for declassificanon at twenty years from the date
of onginal classification of the source matenal. .

- (0) If the source matenal 1s foreign government informatron bearing no

.date or event for declassification or 1s marked for declassificauon beyond

-t

£}
-

- v

thirty years, the new matenal shall be marked for review for declassification at
tiurty years-from the date of onginal classificanon of the source matenal

SECTION 3 Dscz.assn-‘:cm'rov AND DOWNGRADING.
3-1 Declassification Authonty -

. 3-101 The authomy to declassify or downgrade mfon-nauon classified
under this or pnor Orders shall be exeraised or\h as-speafied mn Secrron 3-1
s 3-102. Classified information may be dedassified or dowrgraded bv the
offiaal who authonzed tre ongmal classificanon if that offiaal 1s sull serving
mn the same posmuion, by a successor, or by a supervisory official of cuher

3-103 Agency heads named mn Section 1-2 shall designate additional

s > officals at the lowest practicuble echelons to -exerase declassification and

downgrading authonity - -

3-101 If the Director of the Infor'n.mon Secunty Oversight Office deter-
mnes that information 1s classified in violauon of this Order, the Director mav
requre the mmformation to be declassified by tne agency that ongmnated he
classification Any such deasion by the Direccor mav be appealed to the
Nauonal Security Counal The informaton sh»ll remun clessified until the
appeal 1s deaded or unul.one jear from tne date of the Director s decision,
whichever occurs first = - -~ - - N - -

8-105 The provisions of this O1 der relaung to declassification shall also
apply to agenaes which under the terms of this Order, do not have ong nal
classificanon auhority but which -had such authonty under pnior Orders

3-2 Trunsferred Informclon c o

. 3-201. For classified 1nformatxon uans;erred m conjunction with a trans-

fer of funcuons—not merely for storage purposes—the 1ecening 1gency shall
be deemed to be the ornigmatung agency for all purposes under 1hls Order

3-202 For classified informauon not transferred in accordance with Scc-
tion 3-201, but oniginated'in an agency which has ceased to evist each agency
in possession shall be deemed to be the ong:.raung agency for all purposes
under this Oider Such infor natron may be declass fied or downgiaded by the
agency 1n possession after consulurg with 1nv other agency having an mntarest
1 the subject mat.er

3-203 Classified informat on transferred 1o the General Senvices Admmn-
istration for accession mto the Archives of the United States shall be declivs
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DOCID: 3584 ﬂﬂ,&, or downgraded by the Archivist of the United States n accordance with
this Order, the directives of the Informauon Security Oversight Office, and
the agency guidelines

.3-204 After the termmation of a Presidential administration, the Archivist
of the United States shall review and declassify or downgrade all informauon
classified by the President, the White House Staff, committees or commussions
appomnted by the President, or others acung on the President s behalf Such
declassification shall only be undertaken accordance with the provisions of
Section 3-504 ! -

.- -

3-3. Detlass 1fication Poluy .

3-301 Declassification of classified informauon shall be given erhphasis
__comparable to that accorded classificaton Information classified pursuant to
“this and prior Orders shall be declassified as early as national security consid-
erauons perrmt_Deasions concerning declassificanion shall be based on the
loss of the information’s sensitivity with the passage of ime or on the occur-
rence of a declassification event -

3-302 When information 1s reviewed for declassification pursuant to this
Order or the Freedom of Information Act, 1 shall be declassified unless the
~ declassification authonty established pursuant to Section 3-1 determines that

- “the nformation conunues to meet the classification requirerments prescnbcd m
’ Secuon 1-3 despite the passage of ume T

3-303 It is presumed that informauon which contmues fo meet the
classification requirements m Section 1-3 requires continued protection In
some cases, however, the need to protect such mnformation may be outweighed
by the public interest 1n disclosure of tne iaformation, and n these cases the
mformation should be declassified When such questhions anse, they shall be
referred to the agency head, a semor agency official with responsibility for
processing Freedom of Information Act requests or Mandatory Review re-
quests under this Order, an official with Top Secret classificoton auchonty, or
__the Aschivist of the United States an the case of matenal covered in Section 3-

) " 508 That officidl will determine whether the public-interest m disclosure
_ outweighs the damage to national secunty that might reasonably be expected
,from disclosure - .- . -

-~

- 1 “e ~ - ~ &° -5 + -~ bl

3—4 Systematic Review forDeclass ification.

-

- - -
- e A Aaad tmn W 7 L *

3-401 Classified information constituung permanently valuable records
of the Government, as defined by 4¢ US C 2103, and mformation n the
possession and control of the Admmstrator of General Services pursuant to
44 USC 2107 or, 2107 rote, shall be 1cuewed for declassificanon as 1

- ‘becomes twenty jears “old Agency heads hsted i Section 1-2 and officials
deswnated by the President pursuant to Section 1-201 of this Order may
extend classification beyond twenty years but only 1n accordance with Sections
3-3 and 3-402 ‘This authonty may not be delegited When daswficaton 1s
extended beyond twefity years, a date no more than ten years later snall be set
for declassification or for the next review TIhat date shall be marked on the
document Subsequent reviews for declassification shall be set at no more
than ten yeatr mtervals The Director of the Informaton Secunty Oversight
Office may extend the peniod between subsequent reviews for speafic catego-
ries of documents or information

3-402 Within 180 days after the effecuve date of this Order, the agena
heads Dsted in Section 1-2 and the heads of agencies which had ongimnnal
classification authonty under prior orders shall, after consultauon with the
Archivist of the United States and review by the Information Securtty Over-
sight Office, 1ssue and maintain guidel nes for systematic review covenng
twenty-year old classified inforinatton under thewr jurisdicion These guide-
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DOCID: 3384d¢ hae speafic, mited categories of nformation’ which, because of

their national secunty sensiuvity, should not be declassified automatically but
should be reviewed item-by-item to determine whether continued protection
beyond twenty years 1s needed These guidelines shall be authorized for use
by the Archivist of the United States and may, upon appioval of the issuing
authonty, be” used by any agency having custody of the mformauon A]l
information not ‘identified in these gwudelnes as requinng review and for
which a prior automatic declassification date has not been established shall be
declassified automatically at the end of twenty years from the date of onigmnal
classificanon. | - A
- 3-403. Nothwithstanding Sections. 3-401 and 3-402, the Secrelary of
Defense may establish special procedures for systematic review and declassifi-
cation of clussified cryptologic information and the Director of Central Intelh-
gence may “establish special procedures for systemat ¢ review and declassifica-»
ton of dass:ﬁed mformation concerming the 1dentines of clandestine human
"_ agents.. These procedures shall be consistent, so far s \practicable, with the
ob_;ecmes of Secuons 3-401 and 3-402 Pror to 1% plcmem‘mop, they shall be
T reviewed ana approved by the Director of the Informaton Secunty Oversight
. . Office- and, ,,wi"h respecr. to matters pertaming to mtelhgence sources and
h\ ,met_hods,'by the Dxrector of Centrdl I'Inteligence Dlsapproval of procedures by
the Direcior of the Information Secumy Overwrht Office may be’ > appealed to
the Nauonal Secunty Counal In sach cases,.,the procedures shall not be

o~  J L

.
'«_r_ 1mp1emented unnl the appeal 15 decxded T e o Tem,

= Yagm 3104 Fm:elgn go;emmept mformanon s‘laIl“be e;:,empt from automatic

declassxﬁcanon and twenty year Systematic review_ Unless declussified earher,

: such information shall be revrewed for-declassn icstion thirty years from its

date”of ongin Such revxew shall be m "xccorda:zce with the prowvisions of

Section 3-3 and with guxdehnes 6eveIoped by agency heads in consultation

wnh the Archivist of the United States and, where appropnate, with the

- fore;gn governient or lntematxonal ‘orgamization concerned These guidchines

Co. shalltbe “authornzedfor use by the Archmvst “of the Umited States and ray,

- - - J).lpon _approval ‘of the lssumg_ authonty, be used by any aO'ency havmg custody

- -

of' the mformation. ~ AT e =\ N

: ..ofd
L Lot TT 3-405 Transition to” wystemanc review at tw enty years shall ‘be 1mplement—
- ed as rapxdly as practicable and shall be comp'[etcd no more than ten years

- from the-effective date of thns Order., ;, . .~z —- B S N .
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“3-5. Mandatory Revew for Detla.ss yfication. . P A

o e

< "3.501 AcrenCIes shall estabhs'h a mand’atory review procedure to h'andle

- Yequests, by & member of the public, by a goverrment empluvee, or by an

- - -~ agency, to, declassify.and releasé mformauon This procedure shall apply to

- T mformauon c'lassxf ed under this Orde. or prior Orders Except-as provided in

“ Section™ 3-503, “upon”such 3 reauest “the information shall be xewewed for

poss’ble declassificatior, provxded the request reasonabl) describes' the nfor-

* maton” Requests Tor declass:ﬁcanon under this provision shall be acced upon

- within 66 da)s After review, the “informaton” o' ariy reasonably segregable

portion thereof that no longer requires protection under this Order shall be

s declassifed and released unles.s withholding 1s otherwise warranted under
applicable law. - - -

3-502 Requests for declassification which are submitted under the provi-

sions of the Freedom of Information Act shall be pirocessed 1n accordance with

the provisions of that Act
3-503 Information less than ten yeais old which was onigmated by the

President, by the White House Staff, or by commuttees or comnussions ap-
pomted by the President, or by o:hers acing on behalf of the President,
including such information in the possession and contiol of the Admmstrator

1T
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of General Services pursuant to 44 US C 2107 or 2107 note, 1s exempled
from the provisions of Section 3-501 Such mformation over ten years old
shall be subject to mandatory review for declssification Requests for manda-
tory review shall be processed in accordance with procedures developed by
the Archivist of the Umted States These procedures shhall provide for consul-
tation with agencies having pnmary subject matter imterest Any deasion by the
Archivist may be appealed to the Director of the Information Secunty Over-
sight Office Agencies with primary subject matter interest shall be noufied
promptly of the Director’s deaision on such appeals and may further appeal to
the Nauenal Secunty Counal through the process set forth in Secuon 3-10%
3-504 Requests for declassification of classified documents ongmawed by
an agency but it the possession and control of the Adnumstratos of General
Senaces, pursuant to 44 US C 2107 or 2107 note, shall be referred by the
Archivist to the agency of ongin for processing in accordance witn Section 3~
_501 and for direct response to the requesior The Archmist shall inform
requestors of such referrals - Loeows, -
3-505 No agency n possession of a classified document may, n response
to trequest for the document made under the Freedom of Informanon Act or
this Order’s Mandatory Review provision refuse to confum the existence or
- non-existence-of the document, unless the-fact of 1ts existence or non-exis-
x tencewould itself be classifiable under this Order S

- ~
- ‘.. -,1"! ‘:;
- N

3—6 Downgmdmg ~ - . - -

- - - - - ~ - 4
3-601 Classified mformation that 1s marked for automanc downgrading is
downgraded accordingly without notification to holders
3-602 Class.fied mformationr that 1s not marked for automatic downgrad- »
ing may be assigned a lower dassification designanon b, the onginator or by
other authonized officals when such downgrading 1s appropriate Notice of
downgrading shall be provided to holders of the mformaton to the extent

—

— - - -
- I oc - P Y ” - -
-

o
practicable T ‘ . - - -
SLCTION 4 SareGUARDING.  _ ¢ _ I o . N

- - ~ 3~ - -~
~4-1 Generamestnctwm on Access - - B e -

>
- ~ -~ -~

4-101" No person may be given access to classified nformation unless
that person. has been determined to be wrustworthy and unless access 1s
necessary for the performance of official dutes
- 4-102._All classified informaton shuall be marked conspicuouslv to put
_users on notice of 1ts current classificaton status and, if appropuiate, to show
any speaal distnbution or 1eproduction restnictions authomized by this Order

4-103 Controls shall be estabhshed by each agency to ensure that classi-
fied information 1s used, processed, stored reproduced, and transmitted only
under conditions that will provide adequate protection and prevent access by
unauthonzed persons - . -

- 4-104 Classified mformation no longer needed in current working files
-or for 1eference or’record purposes shall be processed for appropnate disposi-
uon m accordance with the provisions of Chapters 21 and 33 of Title 44 of
the Umted States Code, which governs disposiuon of Federal records.

4-105 Classified nformaton disseminated outside the Exccutine branch
shall be given protection equivalent to thai affcrded withn the Isecumne
branch - -

4-2 Speaal Access Programs )

4-201 Agency heads lsted in Secuon 1-201 may aeue speaal access
programs to contro} access distnbution, an piotection of piruculirly sensi-
uve mformation clwsified pursuant to this Order or prioi Orders Such pro-

FEDERAL REGISTER—VOL. 43, NO 128—MONDAY, JULY 3, 1978

238957

e e PN X |




1A A
[N

DOCID: 39@4@4{?)’ be created or continued only by wntien dircction and only by
: those a2giacy heads and, for matters pertaiming to intelhgence sources and
- methods, by the Director of Central Intelhgence Classified infoimation n
such programs shall be declassified according to the provisions of Secuon 3
4202 Special access programs may be created or contnued only on a
specific showing that
(a) normal management and safeguarding procedures are not sufficient 1o
hmit need-to-know or access,
{b) the number of persons who will need access will be reasonably small
and commensurate with the objecuve of providing extra piotecuon for the
mformauon involved, and - -
~ (c) the special access controls balance the need to protect the information
agamst the full spectrum of needs to use the information -
4-203 All special access programs shall be reviewed regularly and, except
those required by treaty or mternational agreerent, shall termunate automati-
. cally every five years unless renewed n accordance with the piocedures
© _ Section 4-2 .- .
-~ 4-204. Within 180 days after ‘the effecr_ve date of this Order, agency
heads shall review all exisung speaal access programs under their junsdiction

) - - and continue them only-in accoidance with the proceduies in Secuion 4-2 -
"7 T . .7 - _Lach of .those agency heads shall also estabhsh-and mamtain a sysiem of I. -
- -« _Z accounting for special access programs The Director of the Information Secu- - N
s > “nty Oversight Office shall have non-delegable access to all such accounungs

- ~4-8 Access by Historical Researches and Former Presidential Appowniees.

- . 4-301 The requrement in Section 4-101 that access to dassified infor-
mauon may be granted only as 1s necessary for the performance of official
- duties may be warved as provided mn Section 4-302 for persons who
(a) are engaged in histonical research projects, or -
- (b) previously have occupied pohicy-maling positions to which they were
appointed by the President
4-302 Wawers under Section 4-301 may be grznted only 1f the agency -
- - . with jurisdiction over the mformation T~ .

- -

- - (2) males a written deterrmnation that access 1s conalstent with the inter-
. ests of national secunity, - -~ Ml 0 N
- - v (b) takes approprnate steps to ensure that access 1s limited to speafic
categornes of imnformauon over which that agency has classification junsdiction, -
“> (c) hmts the access granted to former Presidental appointees to items —_
that the person ongimnated reviewed, signed or received while serving as a

Presidertial appointee = -

- - - o~ — -

-~ 4—4 Reproductzmz Controls N - -

PEX - - -

- 72l g 2 -~ 7. i
B 4—401 Top Secret documents may not be reproduced w.thout the consent

- of the ongmaung agency unless otherwise marked by the onginaung office =
4402 Reproducuon of Secret and Confidenual documents may be re-

smctcd by the oniginaung agency ¢ . =

-~ 7 4103 Reproduced copies of classified documents are subject to the same

accountabihity and controls as the ongmal documents -~ -

-* *- 4104 Records shall*bé “mamtamed by all agencies that repioduce paper
copies of classified documents to show the number and distnbution of repro- -
duced copies of all Top Secret documents, of all documents covered by
speaal access programs distiibuted outside the ongmat ng agency, and of all

' Secret and all Confidentia! documents which are marked with spranl dissemi-
nation and reprodaction 1 mitations i accordance with Section 1-506

4-405 Sectuions 4-401 aad 4~402 shall not restrict the reproducuon of

documents for the purpose of faalitaung review for declassification However,

.~
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- stroyed after they are used - .
SECTION 5 IMPLEMENTATION AND REVIFW.
5-1 Oversight S ,

¢ ’ -
5-101 The National Secunty Counal may review all matters with respect
to the implementation of this Order and shall provxde overalt pohcy direction
for the information security programr.z.. S N i
. 5-102:~The- Administrator .of General Services. shall be respomxbte for
~ mmplementing and monstormng the program established pursuant 1o this Order .

This responsibility shall be delegated to an Informatxor- Secunty Oversight .
i Office - - -t - PP ~ . -

5-2 Ir_:fom'.atzqn Secunty Ovm'szght O_,j‘ice C ~

. _ \y; s -k - n--vt s, .,sw-ra( -~ \.‘J’:u."p . 't‘.,‘— .2 - v ——
! T . “""7«3“'0-201 The Informatios Secunty Oversig »= Office sh I} have = full-ume -
P —. Director appointed by the- Adminstrator of Ceneml Services subject to ap- c

. * "~ Proval-by the President.”The Admimstrator also”shall ha ‘e authority to ap- ="
-—/— - - ,vn:‘“

e e 2 5 502 The Director shall s - P Tt o Emnes® L S 1, 3 = T
- " 2.

- P ,;;:-;a’—;poml:a staff for the Office _ 7 Lo e e “£ .- Rew ey Toe - ~ . ="
X ~~ - e — _—
...".'-'.'utu""j:- ~A NG <
o T, TS *(a)' ovcrsee agency actions” to- ensure comphance- mtl"r thxs Order and - . < b

-2 -2 nnplementmg dlrectlves, - ;"'=' - T T T :;-;1—" :“ - . N .- et

-
- S - s

T Fe e (B} consxder’ and take actioir orr complamts and suggesnons “from persons : .

- ar e .
-

- & 7. TTFF Jwvthin ot outsxde‘ the Government with respéct'to the admmistration of the Eos
- mformatxon security program, meluding appeals fiom deasions on declas‘sf 1~ - - -

~ - cauoq  requests pursuant to Section 3-503 S T . - e -

- - :" (c) exercise the authonty to dedassxfy information prowded by Sections -z

. . 3-164 and 3-503;> -~ ¢ . D ' e~ 2T o5 - . - -

- :' ~
B O (d) deveIop, m consultation \uth the agencies; and psomulgaté subject to _

PR

=, e~ 1-._ the approval of the*National Secunity Counal, directives for the i implementa-* "~ - - .

~t T s~ “4ion oFtth'Orderv»h-ch shall be bndmo on the-acrencxes . s e ¢ m - -
g S ~ 4 - -

T (e) report annually to the President. through the Ad‘mmxstr— tor of General ~ . -
- - Services and “the Natlonal Secunty Counal on the implementation’ of this _ - .

N - LR -
-~ -~ et et T M B A e 5 P S L P b
Oldel = -, > - - - - - . - -

- - *.. - "~ -~

- ':~ v “’*’* 0) rcv1ew~ alt acency’xmplementmg' remlauons and acenqr gwdehmnes for -
- -3 systemat:c declassxf' canon review The Dxrector shall require any 1egulation or
- *guideline to be chancred if it 1s not consistent vith this Order or mmplementing _
- directives Any such dcasxon by the Dn-ector may - be appe iled to the National
N L~ S Secunty Counal” The agency regu}anon ‘or nuldelme shall reman v effect - ) , -

-

- Unul the appeal is detided or unul ‘one year ﬁ'om the date of the Director’s -~ - .

-~ - l-~r (IS - - -

- decxsxon, “hxchever occurs s first ~ = = - ~ .-

- 7 TP (@) exercise cas‘*-by-case dassu'icanon authomy in accordance with Section - ~

1-205° ahd review requests for ongmal classification ‘authonty from agenaes or -

" “officals not granted' original classifi atton authority’ under Sectionr 1-2 of this | - .
- T - Order'and‘““‘ = -, .- - - v R T

3 -~ - - - -
. - have the authorxt Vio conduct on-site reviews of the mformauon
Y.

security program of each agency that handles class:ified mformation nd to )
require of each agency such reports, information, and other cooperation as =
necessary to fulfill his respons:biliues If such 1eports, inspection, or access to
speafic categones of classified information would pose an exceptional national

- secunity nsk, the affected 2gency head may dony access The D rector may ~
appeal denials to the Nauonal Secunity Couaail The demal of access shall -
reman in effect until the appeal 13 deaded or until one jear from the date of

the demal, whichever occurs first
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-

5-301 There 1s established an Interagences Informauon Security Commat-
tee which shall be chured by the Director and shall be compnised of represent-
auves of the Secretanes of State, Defense, Treasury and Energy the Attornev
General, the Director of Central Intelligence the Nauonal Secunty Council,
the Domesuc Policy Staff, and the Archivist of the Umted States

5-302 Representauves of other agenaes may be invited to meet with the
Commuittee on matters of particular interest to those agencies

5-303 The Commuttee shall meet at the call of the Chairman or at the
request of a member agency and shall advise the Chairman on 1mplemrentauon
of this order -

. 54 General Responsib hties

5-401 A copy of any mformation secunity regulation_and a copv of any
guidehine for systerratic declassification review which has been adopted pursu-
ant to this Order or implementing directives, shall be submitted to the Infor-
- mation Secunty Oversight Office To the exient practicable, such regulations
- and guidehnes should be unclassified - -
. _ " 5-402-Unclassified regulatxons that establish agency mmformauon secunty
- s. - pohey and unclassified gundelines for systemat.c declassifi icanon review shall be -
-  published in the FEDERAL REGISTER - T “
¢ 5403 Agencies-with onginal “classificaton authonity shall promulgate -
-. guwdes for secunty classification that will fach.ate the idenuficauon and um- - -
form classificatron of informatiun requinng protecuon under the provisions of
this Order ~ . - -
- _ 5-404 Agenaes whch ongnate or hanlle classified information shall ~ -
(2) designate a semor agency official to conduct an acuve oversight pro-
gram to ensure effective implementation of th s Order; ~
- o - (b) designate a semor agency official to chair an agency committee with
authority to act on all suggestions and complaints with respect to the agency s _ -
admmstration of the information secunty program,
_: (c) establish a process to deaide appeals fiom demals of declassificauion
- _ requests “subrmtted pursuant to Secuon 3-5 .
»~ {(d) estabhish a program to fam hanze agency and other personnel who
have access.to classified information with the provisions of this Order and
lmplementmg drecuives This program shall .mpress upon agencv personnel
their responsibility\to exverase wigilance in complung with th:; Order The
program shall encourage agency personnel to challenge, through “Mandatory
- *Z  Review and ot‘her appropnate procedures, tnose classxﬁcanon decxszons they
_ beheve to be 1mproper; »

(e) promulgate guidehines for S)stemanc revie v n accordance with Sec- ~ X
tiop 3-=102, S - -
- (B establxsh procedures to prévent unnecessarv access to classified mfor-
mauor, including procedures which require that a demonstrible need for
access o classified inforpaon 1s estab 1shed before imtiating admmstratne
clearaince procedures, and which ensures that the number of people grinted
access to classified wrformation 1s reduced to and maintamed at the mmimum
number that 15 consistent with ope:atioral requirements and needs, and

(g) ensure that practices for safeguardmg information are systematcally
reviewed and that those which are duphicauve or unnecessanv are chiminated

5-405 Agenaes shall subnui to the Informauon Security Oversight Olffice
such mformation or reports 2s the D rector of the Office mav f1d necessary to
carry out the Office s responsibihities

- ~ ~-
-
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5-501 If the Information Securnity Oversight Office finds that a violation
of this Order or any implementing directives may have occurred 1t shall make
a report to the head of the agency concerned so that correcunve steps mav be
taken

5-502 Officers and employees of the Lmted Siates Government shall be
subject to appropriate admnistrative sanctions if thev

(2) knowingly and willfully classify or continue the classificanion of infor-
manon 11 violation of this Order or any implementing directives, or >

(b) Anowingly, willfully and without authonzation disclose mnformation
properly classified under this Order or pnor Orders or comp.omise properhv
classified informauon through neghgence or

{c) knowingly and willfully violate any other provision of this Order or
. mmplemenung directive

5-503 Sanctions may include repnmand suspension without pav T.mov-
al termination of classification authonty, or other sanction in accordance with
apphcable Ihw and agency regulatons -

5-504 Agency heads shall ensure that appropnate and prompt corrective
action 1s taken whenever a violauon under Secuon 5-502 occurs The Director

_of the Informauon Security Oversight Office shall be informed when such

violations occur -

5-505 Agency heads shall report 1o the Attormey General evidence re-
flected 1n classified information of possible violauons of Federal cnminal law
by an agency employee and of possible violarrons by any other pcrson of those

" Federal cnimnal laws specified in gu delines adopted by the Attoiney General

SLCTION 6 GenrFRAL PROVISIONS
6-1 Definitions. ,

6-101 *“Agency’ has the meanming defined m 5 US C 552(¢)

6-102 Classified mformar.on means mformanon or materal, herein
collectively termed information, that 1s owned by produced for or by, or
under the conwol of, the Umted States Government, and that has been
determmed pursuant to this Order or pnor Orders to requive protection
aganst unal thonzed disclosure and that 1s so designated -

6-103 * Foreign government mnformauon means rformation that has
been provided to tpe United States in confidence bv or produced bv the
Unsted States pursuant to a wriiten jont arrangenent 1equnng conf.dentiabity
with, a foreign government or intermauonal orgamization of governments

6+104 Nationa' secunty’ means the nanonal defense and foreign rela-
tions of the United States

" 6-105 Declassification event ' means an eveng which would eliminate the
need for conuinued classificaion _ .
T e .

-2 "Géndral - *

., -

6-201 Nothing in this Order shall supersede any 1equnement made by or
under tne Atormc EnerﬁysAet of 1954, as amended *“Restricted Data’ and
information designated as 'Fm'merl) Restnicted Dwa  shall be bandled pro-
tected classified, downgraded, and declass fied 1n conformity wih the provi-
sions of the Atomic Energy Act of 1954%, as amnended, and regulations insued
pursuant thereto

6-202 The Attorney General, upon request by the heid of an agency his
duly designated representatide, or the Direcror of the Informauon Scounty
Oversight Office, shall personally or throvgh authonzed representatnes of the
Department of Justice render an interpretation of this Order with sespect to
any question ansing in the course of its adrmimstration
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DOCID: 398¢le4d Exccutne Oider No 11652 of Morch 8 1972 as amended by
o Executive Order No 11714 of Aprl 24, 1973, and as further amendcd by >
e Executine Order No 11862 of June 11, 1975, and the Nanonal Security -
Councd Direcuve of May 17, 1972 (3 CFR 1083 (1971-75 Comp )) are re-
voked
6-204. This Order shall become effecuve on December 1, 1978, except
that the functions of the Information Secunty Oversight Office speafied n .
Sections 5-202(d) and 5-202(f) shall be effecive 1mmediately and shall be |
- performed_n the mnterim by the Interagency Classification Review Commutice
~estabhished pursuant to Execuuve Order No. 11652 - Y
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DOCID: 3984041 . .
- 13195-011 ~

¢ Order of June 28, 1978

Designation of Certam Officials Within the Executive Office of the President To Classify
- Nahonal Security Information
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— - e * - .--
e - ,—

] - - ~Pursuant to the provisions of Section 1-201 of —Execumc Order 12065 of
- June-28, 1978, entitled “National Secunty Information”, I hereby designate
- the following officials within the Executive Office of the Presxdcnt lo ongmally _

wy

—_—

== dassify mformanon as “Top Secret” - - - R
- . The Vice President T LRt L or e s T~ = T

- = ae . .. TheAssistant to the President for National Secunty Affairs
=- -- == %2> *7 The Direcior, Office of Management and Budget
S X7 . The Director, Office of Saence and Technology Policy

- . The Speaal Representative for Trade Negouations - - -

- -~

—~ gk
- WY - . -
TR e = The Chalrman, Intelhgence Overswht Boaxd e L~ =, T
T~ - e AT -g P - - ~ - -
<. * ~ =~ Pursuant to the’ provisions of § Sectxon 1-202 of said Order I designate the
S Y
2 - ~ &2 Chasirman of the Counal of Economic Advisers and the President’s Personal
LenE < Represemanve for Microresian Status Negotrauons to onffmally classify irfor1-  _
> ¥®

-33° 77~ ~=“—mation as“‘Secret”.
Byt - - .Any delegation of thls authonfy shall be 1n accordance with Section 1-204

- - of the Order - - e
G - This Order shall be pubhs’qed in the FEDERAL RE.(:ISTER R
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